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| X NEXO
nexo terminal management protocol STANDARDS

Reference documents

CAPE Card Payments
Terminal Management
MUG!
nexo TMS

ISO 20022 CAPE2
Terminal
Management
MDR3 1&2

ISO

P g
ISO DS
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> nexo
nexo terminal management protocol >< B TR

Scope

etailer Sale System
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nexo terminal management protocol

Scope

N ° o
W :‘/ /
> NexXO0
N [ [ [

I8 The Terminal Management System Protocol offers a standardized solution based on ISO

[/ et

20022 (CAPE Terminal Management) for exchanges related to terminal management

— Objective
. Manage and control remote POI configuration
. Update application data including security data (cryptographic keys ...)

— Scope

_ Specify the exchange protocols between TMS and POI for data transport
_ Application and system downloads are out of scope as well as remote setting of system parameters
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nexo terminal management protocol

Scope

_ Messages covered
. StatusReport
_ ManagementPlanReplacement
_AcceptorConfigurationUpdate
_ TerminalManagementRejection
_ MaintenanceDelegation
. CertificateManagementRequest

@ galitt

a Sopra Steria company

7 Passion for payments



. X NEX0
nexo terminal management protocol TANDARD
Exchange — POI / TMS

P StatusReport > [ )
ManagementPlanReplacement . g
e StatusReport
| mmmmmmmmmmE s > |
. i| (~AcceptorConfigurationUpdate | |
StatusReport >
ManagementPlanReplacement '
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. X NEX0
nexo terminal management protocol TANDAR

Exchange — POI / TMS
— StatusReport )
>
T erminaIManagement
Rejection
StatusReport >
ManagementPIanRepIacement l
& galitt

Passion for payments



nexo terminal management protocol
Exchange — POI / TMS

10

P <

%% Q
fé’

Functional status request— StatusReport

. POI = Terminal Manager (TM)

_  Sends the status of the Acceptance System to TM (Parameter Version, POI Components)

_ Trigger: Manual, planned, or at the request of a Host (TM or Acquirer)

POI Maintenance Plan — ManagementPlanReplacement

_ Terminal Manager - POI

_ Indicates the list of actions to be done by the POI (Download, upload, delete parameters, reboot)

~ Oneby T™M

Download the POI configuration— AcceptorConfigurationUpdate

_  Terminal Manager > POI

_ Sending configuration tables to the Acceptance System (in one message)
Host Communication Parameters: Host connection data (Acquirer, TM) and Id of associated DUKPT keys
Acquirer Protocol Parameters: Supported Messages, Capture Mode, Message Delivery Conditions
Application Parameters: Application data - Out of scope nexo TMS - Described in NIS

Reject — TerminalManagementRejection

_  Terminal Manager - POI

Passion for payments
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nexo terminal management protocol

Message structure Message Envelope
— The envelope of a message contains Header
DownloadTransfer................ [1..1]
FormatVersion ..........cccc....... [1..1]
_ Header Exchangeldentification........ [1..1]
o . CreationDateTime................ [1..1]
Contains mformatl_on related to the_: management of e [1.1]
the message (routing and processing) RecipientParty..........ccc.cove. [0..1]
TraceabilityInfo.................... [0..1]
_ Body
Contains information related to the application BOdy

processing of the message AcquirerProtocolParameters....... [0..%]

ApplicationParameters................ [0..%]
- - HostCommunicationParameters [0..*]
— Securlty Trailer SecurityParameters ................... [0..%]
Contains information related to the security aspects
of the message Security Trailer
ContentType.....ccooevvivinneens [1..1]
AuthenticatedData............... [1..1]
[ ] .
11 Passion for payments ‘ gqutt
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nexo terminal management protocol

Acquirer protocol parameters

Offline
AcquirerProtocolParameters.OffLineTransaction.FinancialCapture = Completion, Batch

12

L

Completion

L

OfflineTransaction.ExchangePolicy

None
OnDemand
Immediately
AsGroup
TotalLimit
NumberLimit

Batch

L

OfflineTransaction.ExchangePolicy

NumberLimit
TotalLimit
Cyclic
OnDemand

<OffLineTx>
<FinCaptr>BTCH</FinCaptr>

<BtchTrf:>
<XchgPloy>NBLT</XchgPloy>

sMaxNb>200< / MaxHkb>
< /BtchTrf>
< OffLineTx>

Passion for payments

AcceptorConfigurationUpdate

Header

Body

I AcquirerProtocolParameters I

ApplicationParameters
HostCommunicationParameters

SecurityParameters

Security Trailer
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nexo terminal management protocol

Acquirer protocol parameters
— Online

|-

_  Completion
.  OnlineTransaction.ExchangePolicy
None
OnDemand
Immediately
AsGroup
TotalLimit
NumberLimit
_ Batch
. OnlineTransaction.ExchangePolicy
NumberLimit
TotalLimit
Cyclic
OnDemand

13

<OnLineTx>
<FinCaptr>BTCH</FinCaptr>
<BtchTrf>
<¥chgPley>NBLT< /XchoPloy>
ZMaxlb>200</Maxlb>
</BtchTrf>
£/ 0nLineTx>

So
N\
=

;)

Passion for paymenfs

AcquirerProtocolParameters.OnlineTransaction.FinancialCapture = Completion, Batch and Authorisation

AcceptorConfigurationUpdate

Header

Body

I AcquirerProtocolParameters I

ApplicationParameters
HostCommunicationParameters

SecurityParameters

Security Trailer
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nexo terminal management protocol

Acquirer protocol parameters

— Reconciliation
_  ReconciliationExchange.ExchangePolicy

Cyclic

<RcncltnXchg>
<¥XchgPFlocy>HONE</XchgPlcoy>

< /Roencltn¥chgs

None
NumberLimit
OnDemand
TotalLimit

14 Passion for payments

AcceptorConfigurationUpdate

Header

Body

I AcquirerProtocolParameters I

ApplicationParameters
HostCommunicationParameters

SecurityParameters

Security Trailer
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nexo terminal management protocol

Host communication parameters

_  HostIdentification

. Identification of the host
operated by the acquirer

—  Address

. The configuration of the host
communication parameters for
the POI to connect a host
system

— Key

. Cryptographic key to be used
for message element
protection

15

<HstComFParams:>

tHeztIdrAoquirer0l Completion< /HstId:>

<hdr>
<PmryLdr>192.168.1.100</Pmryidr>
“PmrvPortib>49801</PmryFortilb>
«Scndryhdr>192.168.1.100</5cndryhdr>
“ScndryPortilb>49802</ ScndrvPortibs

</Bdr

<Key>
«IdrAlMacTestHey<,/ Id>
<AddtlId>0Y¥clpQHi kCAAFw—-</Addt1TId>
<Vrsn»>2016051911</Vran>

o/ Heyr

<Key>
«Id>»A1EncTestRey</ Id>
<Addt 1 Id>0YclpHikCAAFw—</Addt1Id>
<Vrsn>2016051911</Vran>

< Hey>

<Koy
«Id>A1PinTestRey</Id>
<AAddtlTId>0Yclp)HikCAAFw—</Addtl1Id>
<Vrsn>2016051911«</Vrsn>

</ Heys

< /HstComFarams>

Passion for payments

AcceptorConfigurationUpdate

Header

Body

AcquirerProtocolParameters

ApplicationParameters

I HostCommunicationParameters I

SecurityParameters

Security Trailer
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- 3. Nexo
nexo terminal management protocol 7N\ AR

Security parameters

— This section specifies the downloading of symmetric cryptographic keys by a Terminal
Manager to a POI AcceptorConfigurationUpdate

— For each symmetric key (SymmetricKey)
. The identification of the key (Identification, Additionalldentification, Version)
. The purpose of the key (Type, Function) Body
. The period of usage (ActivationDate, DeactivationDate)
. The value of the key (KeyValue)

Header

AcquirerProtocolParameters
ApplicationParameters

HostCommunicationParameters

I SecurityParameters I

Security Trailer

@ galitt
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- X NEexo
nexo terminal management protocol FLETLTEL

Configuration management and delegation

MTM POI ™
Attendant ‘
MaintenanceDelegationRequest IR ? i
______________________________________________ i_________________1_____ﬂ__/Y/_Q/U_f?ﬁ_@’?G?Q?[QQ@?’LQ’?’?ES_QQU_SQ
‘ i Merchant triggers %
StatusReport M «__TMS session ’
______ WM ManagementPlanReplacement

‘ CertificateManagementRequest I l

. StatusReport, .

Execute action of the 1 B StatusReport
TM ManagementPlan — . >
l AcceptorConfigurationUpdate . IR

StatusReport Ik
->'
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- 3. Nexo
nexo terminal management protocol 7N\ AR

Configuration management and delegation

4

W — Delegation Request - MaintenanceDelegationRequest

. TM -> Master Terminal Manager
. This message contains the description and the scope of the requested delegation

Q — Functional Certificate request— CertificateManagementRequest

. POI - Terminal Manager (MTM)
. TMAP generates an RSA key pair and sends the corresponding certificate to the MTM within a
CertificateManagementRequest message.

. The MTM signs the provided TMAP certificate with the private key for which the corresponding
public certificate is known from the TM. The MTM sends the signed certificate to TMAP with a

CertificateManagementResponse message

@ galitt
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Summary

O 1 nexo terminal management protocol

O 2 nexo acquirer protocol

O 3 nexo retailer protocol
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- X Nexo
nexo acquirer protocol STANDARDS

Reference documents

CAPE Card Payments
MUG!
nexo Acquirer

ISO 20022 CAPE?
Acceptor to
Acquirer

MDR3 1&2

IS0

AT g
ISO DS

20 Passion for payments
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- X Nexo
nexo acquirer protocol N\ STANDARDS

Scope

Acquirer

. L
# Passion for payments ‘ gql.lt
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N\ ° ’ 4

W :‘/ /

> NexX0
‘l"'\\ [ [ [

nexo acquirer protocol

Scope

s Protocol based on ISO 20022 (CAPE Acceptor / Acquirer) defining the Acceptor - Acquirer
exchanges

_ Objectives
_ Cover all European needs, regardless of applications
. Adapt to the diversity of European configurations
_ Provide a high level of flexibility for security management

i _ Scope

. Describe the types of environment (Online, Semi-online, Offline)
_ Specify Capture Modes (Authorization, Completion, Batch)

_ Specify the messages and the exchange protocols of the different services (Payment, Cancellation,
Reconciliation ...)

@ galitt
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nexo acquirer protocol

Scope

_ Messages covered

. Authorisation

. Completion

. Cancellation

. Reconciliation

. Batch transfer

. Diagnostic

— Rejection

. Dynamic Currency conversion

@ galitt
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LH ICAU
nexo acquirer protocol |
Message structure Message Envelope
— Structured data set exchanged between two actors for

these messages Header
MessageFunction................ [1..1]
ProtocalVersion .................. [1..1]
: ; Exchangeldentification....... [1..1]
— Authorisation messages ReTransmissionCounter....... [0..1]
CreationDateTime............... [1..1]
InitiatingParty...........ccccuuves [1..1]
L i RecipientParty................... [0..1]
Completlon MESSages ) 4 TraceabilityInfo.................... [0..1]
. Cancellation messages Body
Environment..........cccoeeeee. [1..1]
. Context........ccocoiviiiiiiiiis [1..1]
. Reconciliation MesSsages Transaction.............cccceeunee [1..1]
_ _ Security Trailer
. Diagnostic messages
ContentType......ccoeevenneee. [1..1]
AuthenticatedData............. [1..1]
. Dynamic Currency Conversion Messages
[ ] .
24 Passion for payments ‘ gqutt
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nexo acquirer protocol

Message structure Message Envelope
— The envelope of a message contains Header
MessageFunction................ [1..1]
ProtocalVersion .................. [1..1]
_ Header Exchangeldentification.......[1..1]
Contains information related to the management of Efg;?igsnngjfg?nfg“”ter """ [(E'l'l]l]
the message (routing and processing) INItiAtingParty...........co.oonn [1.1]
RecipientParty..................... [0..1]
TraceabilityInfo.................... [0..1]
_ Body
Contains information related to the application Body
processing of the message o X oL
nvironment........oeeevvveeveennd| Lo
Context.......cooeees vevveireeeiiiis [1..1]
u Security Trailer Transaction.............ccccceerennn. [1..1]
Contains information related to the security Security Trailer
aspects of the message
ContentType......cccvereecunnennn. [1..1]
AuthenticatedData............. [1..1]
[ ] .
25 Passion for payments ‘ gqutt
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nexo acquirer protocol

Header

Management information

(-

MessageFunction: identifies the type of process related to the
message

ProtocolVersion: identifies the version of the protocol used
Exchangeldentification: provides a unique identification
ReTransmissionCounter: identifies the number of retransmissions

CreationDateTime: identifies the date and time of the message
creation

Parties involved in the message

(-

(-

InitiatingParty: Party initiating the exchange
RecipientParty: Party receiving of the exchange

— Traceability

26

(-

TraceabilityInfo: allows a RecipientParty to monitor the upstream
transport

Passion for payments

Message Envelope

Header

MessageFunction................ [1..1]
ProtocalVersion .................. [1..1]

CreationDateTime............... [1..1]
InitiatingParty.................... [1..1]
RecipientParty..................... [0..1]
TraceabilityInfo.................... [0..1]
Body

Environment..........cc.oeeeee. [1..1]
Context........cccoes wevveerniriiinnns [1..1]
Transaction............cccccceeeeens [1..1]

ContentType.....ccooevuuiivieennns [1..1]
AuthenticatedData............. [1..1]
() .
@ galitt
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nexo acquirer protocol

Header - example

<Hdr>
<MsgFoctn>A0TQ< /MsgFctn>
<PrtcolVrzsn>»2.0</PrtcolVran>

<¥chgld>T721</Xchgld>
<CreDcTm>2018-11-01T17:23:20.2304+00: 00</CreDcTm>
<InitgPty>
<Id>POI ID set by ACQ 03</Id>
</InitgPty>
< /Hdr>»

27 Passion for payments

@ galitt

a Sopra Steria company



nexo acquirer protocol

Body

28

Environment

L

Acquirer: a party in a contractual relation with Merchants and Card
schemes accepting payments

Merchant: a party providing goods and/or services at a sales
location (physical or virtual)

POI: a Point of Interaction defines the entry point of a card into a
payment system to accept payment and loyalty cards at a sales
location

Card: a physical or virtual device to enable a payment and to
identify a Cardholder account

Cardholder: a person presenting a Card or card information to a
Merchant

Passion for payments

X Nexo

Message Envelope

Header

MessageFunction................ [1..1]
ProtocalVersion .................. [1..1]
Exchangeldentification....... [1..1]
ReTransmissionCounter.....[0..1]

CreationDateTime............... [1..1]
InitiatingParty.................... [1..1]
RecipientParty.............ccc.... [0..1]
TraceabilityInfo................... [0..1]
Body

Environment.........cccccvveeen [1..1]
Context.........oooen i [1..1]
Transaction............ccccceeeeennn. [1..1]

Security Trailer
ContentType......ccovevevnneennn. [1..1]
AuthenticatedData............. [1..1]

[ ] .
& galitt
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nexo acquirer protocol

Body - example

29

Environment

<hcgrr>
<Id>
<Id>000000000521«,/Id>
</ Id>
“ParamsVrsn>20110913123456</ ParamsVrsn>
«/BAoqrry
<Mrchnt>
<Id>
<Id>Merchant ID 036«</Id>
</ Id>
<CmonMm>POI . USE. PAY .FEC2 . P. 01400« / CmonMm:>
<CtryCd>010</CtryCd:>
< /Mrchnt>

Passion for payments
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. X NEX0
nexo acquirer protocol TAND AR

Body - example

— Environment
<POIx>
<Tdx>
<Id>88000001</Id> < Cmpnt>
=/ Td> <Tp>APLI</Tp>
<Cpblties> <Id>
“«CardRdngCpblties>MGST<,/CardRdngCpbltiess “PrvdrId>NOVELPAY< /PrvdrId>
<lardidnglpbltles>Cl0CS/Cardidnglpblties> «Id>NOVELPAY NEX0O PAYMENT APP</Id>
“CardRdngCpblties>BCTLs,/CardRdngCpbltiess </ Id>
«CrdhnldrVrfctnCpblties>NPIN</CrdhldrVrfctnCpbltics> <8ts>
<0nlineCpblties>SMON<,/OnlineCpkbltiess> “Vrsnilb>1.0</Vranlb>
<DispCpkbltiess> </5ta>
<DispTp>MDSP</DispTo> <S5tdCnpler
<NbOfLines>4«</NbOfLines> < Id>SEPA-FAST</Id>
<LineWidth>32«</LineWidth> “<Vrsn>3.1</Vrsn>
</DispCpblties> «Issr>08CAR< /Issxr>
<PrrlineWidch>32</ProlineWidth> </ 5tdCmplc>
</Cpblties> <h=smnt>
“Cmpnt> «<Tp>CERT</Tp>
<Tp>TERM< /Tp> “hssgnr>0SCAR< /LAssgnr>
<Id> <Hb>ToComplete (giveByPayCert) </Hb>
<PrvdrId>PA¥ GLOBAL TECHHMOLOGY</PrvdrId:> </hssmnt>
<Id>PAX QBO</Id> </ Compnts>
<5rlNb>01122334</5r1Nb> </BOI>
</ Id>
</Cnpnt>
[ ] °
. o & galitt
assion for payments
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nexo acquirer protocol
Body - Example

<Card>
<PlainCardData>
<PAN>50T71009999100013</ PAN> [r——
<XprvDc>2049-12</XprvDt>
<TrckData>
<TrckVal>50710095999100013D49129950000000000000</TrckVals
< /TrockData>
</PlainCardData>
<CardPdctPrfl>0037</CardPdctPrfl>
<CardBrnd>CB</CardBrnd>
</ Card>
<Crdhldr>
zLangren<,/Lang>
</Crdhldr>

_ Environment ~ -
|
|
\

@ galitt
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nexo acquirer protocol

Body Message Envelope
Header
— Context
MessageFunction................ [1..1]
L This component identifies the elements of the ProtocalVersion ................. [1..1]
. Exchangeldentification....... [1..1]
sales environment for payment ReTransmissionCounter......[0..1]
. . . . CreationDateTime............... 1..1
_ This component contains elements that identify InitatngParty.. R
the sale within the sales environment Recipier?t_Party ..................... [0..1]
TraceabilityInfo.................... [0..1]
Body
. Environment....................... [1..1]
Transaction...........ccceeeunennes [1..1]
Security Trailer
ContentType.....c.cocvuvcvnnnees [1..1]
AuthenticatedData............. [1..1]
(] .
32 Passion for payments ‘ gqutt
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nexo acquirer protocol

Body - example

_ Context

<Cncxt>
<PFmtCntxt>
<AttndncCntxt>ATTD</AttndncCntxt>
ZAttndntMsgCpbl>true</AttndntMsgCpbl>
<httndntLang>»pl</AttndntLang
zCardDataNtryMd>ECTL</CardDataltryHd»
</PmtCntxt>
</Cntxt>

& galitt
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nexo acquirer protocol

Body Message Envelope
i Header
— Transaction
) ] ] ] . MessageFunction................ [1..1]
_ Transaction: This component contains the transaction specific Erothoca|v(§(rjsionf .................. [[H]]
. . xchangeldentification.......[1..
appllcatlon data ReTransmissionCounter.....[0..1]
) . . - CreationDateTime............... [1..1]
_ Product: This component identifies the class of goods and/or T (1.1]
services RecipientParty..................... [0..1]
TraceabilityInfo.................... [0..1]
Body
Environment.........ccccccvines [1..1]
Context........ccoees wrvvvennennnnnnnn, [1..1]
Transaction...............ccceeeeeee [1..1]
Security Trailer
ContentType.....ccoovvnvivinnecns [1..1]
AuthenticatedData............. [1..1]
() .
34 Passion for payments ‘ gqutt
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nexo acquirer protocol

Body - example

_ Transaction

<TH>
<TxCaptrrfalse</TxCaptry
<TxTp»CRDP<,/TxTp>
<MrchntCtgyCd»9999</MrchntCogyCd:>
<TxId>
«TxDETm>2018-11-01T17:22:47. 000400 : 00« /TxDtTm>
«TxRef>00000215</TxRef>
</ TxId>
<RcncltnId>»D</RencltnIds>
<TxDtl=s>
ZCoy>BEUR</Coy>
<Ttlhmt>43.00<,/Tt10hmt>
«ICCREltdData>nwIGAAAAAFRMANWMGAARA f TICCELltdData>
< /TxDtls>
</ TH>

@ galitt
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nexo acquirer protocol

Security trailer Message Envelope
. . .. . Header
— ContentType: This component identifies the type of security MessageFunction................ [1..1]
. . ProtocalVersion .................. [1..1]
used for the message (authentication) Exchangeldentification.......[1..1]
) . . ReTransmissionCounter.....[0..1]
— AuthenticatedData: This component contains the Message CreationDateTime............... [1..1]
: : InitiationgParty.................... [1..1]
Authentication Code (MAC) RecipientParty..................... [0..1]
TraceabilityInfo.................... [0..1]
Body
Environment.........ccocccivnes [1..1]
Context.......coocees vevvvireeeiiin [1..1]
Transaction.............cccceeeeennn. [1..1]
Security Trailer
ContentType......ccceevinnnnnes [1..1]
AuthenticatedData............. [1..1]
[ ] .
36 Passion for payments ‘ gqutt
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nexo acquirer protocol

Security trailer - example

37

<SctyTrlr>
“CnttTp>AOTH< /CnttTp>
<huthntodData>
<Rcpt>
<EEE>
“Vrsnrd< Vran»
<EEEId>
cHeyIdrAlMacTestEey< / HeyIds
CHEeyVrsn>2016051911</HeyVran
cDerivenId>0OYolplE=</DerivtnId>
</KEKId>
<HeyNcrptnflgo>
“<hlgo>DEP9</Rlgo>
< /Heylcrptnlilgos>
<HorptdEevrdpAgAVE=< /HcrptdEe v
< /FEK>
< /Rocpt>
<MACR] go>
L1 go>MCCS< /BAlgo>
< /MLCE]go>
<HcpsltdCntt>
<CnttTp>DATAS / CnttTp>
< /HepsltdCntt>»
<MALC>ekDbDEQTHHU=< /MLC>
< /huthntodData>
</5ctyTrlc>

Passion for payments
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nexo acquirer protocol

Body response Message Envelope
Transaction : This component contains the transaction specific Header
application data MessageFunction............... [1..1]
ProtocalVersion .................. [1..1]
Exchangeldentification....... [1..1]
ReTransmissionCounter.....[0..1]
TransactionReponse: This component contains the result of the online Icrﬁf‘att'f;]“g'f,aatr‘g'me -------------- tgl"ﬁ]
authorisation (AcceptorAuthorisationResponse and RecipientParty..................... [0..1]
AcceptorCance”ationResponse) Tl‘aceablhtyInfO .................... [0..1]
Body
Environment..........c..oeeeee. [1..1]
Context.........ccoovvviieviiiiiieees [1..1]
Transaction............ccccuveeees [1..1]
TransactionResponse......... [1..1]
Security Trailer
ContentType......ccoeeveeunennn. [1..1]
AuthenticatedData............. [1..1]
[ ] .
38 Passion for payments ‘ gqutt
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nexo acquirer protocol

Body response - example

39

<Tx>
<TxIA>
«TxDtTm>2018-11-01T17:22:47.000400: 00« /TxDcTm>
<TxRef>00000215<,/TxRef>
</ TxId>
“ReptTxIdrthizIsADummyTxIdSetByRecipient< /ReptT=Id>
<TxDtls>
ZCoy>»BUR</ Coy>
<TtlhAmt>43.00</Ttlhmt>
</TxDtle>
</Tx>
<TxE=spn>
<AuthstnE=slt>
<huthstnhtty>
<Tp>CISS</Tp>
</Buthstnltoy>
<EspnToluthstn>
“Rspn>APPR</REspn>
<REspnBEsn>thisIsADummyResponseReason< /EspnEsny
< /RepnToluthstn>
<huthetnCd>597158</AuthstnCd>
</ButhstnRslt>

</ THREspn>
Passion for payments
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nexo acquirer protocol

Message structure — batch request

X Nexo

Header ! | | Trailer
DataSet
0..n
DataSet
DataSet Traceability DataSet Transaction Common
Identification Initiator Totals Data Transaction

40

Passion for payments
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nexo acquirer protocol

Message structure — batch response

41

Header

DataSet

Trailer

0..n

v

DataSet

, DataSet DataSet
Identification Result

Remove
DataSet

DataSet
Initiator

Transaction
Totals

Passion for payments
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- X NEXO
nexo acquirer protocol TAND ARD.

Batch - example

<BccptrBtchTrf>
<Hdr>
<DwmldTrf>false</DwnldTrf>
<FrmtVran>2.0</FrmtVran>
<¥XchgId>566</XchgId>
<CreDtTm>2018-11-24T13:43:00.773+00:00</CreDtTm>

</InitgPty>
</Hdr>
<BtchTrf>
<TxTtls>
<TxTtla>
<CardPdctPrfl>0017</CardPdctPrfl>
<Tp>DEBT</Tp>
<TtlNb>T7</Tt1Nb>
<CmltvAmt>31.48</CmltvAmt>
</TxTtl=>
<T=ETCla>
<TxTtls>
<TxTtls>
<TxTtla>
<TxTtls>
<TxTtls>

<InitqgPty>
<Id>POI ID set by ACQ 03</Id>

& galitt
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nexo acquirer protocol

Batch - example

43

<DataSet>
<DataSetId>
<Nm>5</Nm>
<Tp>TXCP</Tp>
<CreDtTm>2018-11-24T13:43:03.402+00:00</CreDtTm>
<fDataSetId>
<TxTtla>

<TxTtls>
«<CardPdctPrfl>=0017</CardPdctPrfl>
<Tp>DEBT</Tp>
<TtlNb>T7</Tt1Nb>
<CmltvAmt>31,.48</CmltvAmt >

</TxTtla>

<TxTtls>

<TxTtls>

<TxTtla>

<TxTtls>

<TxTtls>

<TxTtla>

<Tx>

<Tx>
<Cmpltn>
<TxSeqintr>00000101</TxSeqCntr>
<Envt>
<Acqrr>
<Id>
<Id>=000000000123</TId>
</ Id>
<ParamsVrsn>20110913123456</ParamsVran>
</fAcgrr>
<Mrchnt>
<Id>
<Id>MyMerchantID000</Id>
</ Id>

Passion for payments
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nexo acquirer protocol

Dynamic of the payment exchanges

‘ 2. — Determination of Payment Cases by

_ Authorisation type
Online
Offline

_ Authorisation result
Approved

.
Declined
No Acceptable Response : Timeout or TechnicalError

_ Incidents after the authorisation (Transaction/FailureReason)

CustomerCancel
i CardDeclined
Malfunction
UnableToComplete ’ i
44 Passion for payments ‘ gdutt
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. X NEX0
nexo acquirer protocol TAND ARD.

Dynamic of the payment exchanges

— Determination of Payment Cases by

. Merchant Forced Acceptance when a transaction does not complete as approved, since:

-
M No response was received

The transaction was declined
Some incident occurred after authorisation at the POI

. Capture Type

The authorisation
The completion
A batch transfer

45 Passion for payments
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nexo acquirer protocol

Dynamic of the payment exchanges

— Determination of Payment Cases by

. Completion Exchange

A completion exchange for successful approved transactions is required depending on the value of the TMS parameter
CompletionExchange.ExchangePolicy

A completion exchange is also required when
An online authorisation needs to be reversed
The merchant successfully forces the transaction and the capture must be made on-line
A successful voice authorisation was performed and the capture must be made with the completion exchange.

The authorisation is declined or the payment transactions failed and the TMS parameter BatchTransferContent is set to send declined or failed
transactions.

& galitt
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tocol

Dynamic of the payment exchanges

nexo acquirer pro
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nexo acquirer protocol

Dynamic of the payment exchanges

MessageFunction
auth "AuthorisationRequest” "AuthorisationResponse”
auth "FinancialAuthorisationRequest” "FinancialAuthorisationResponse”
compl "CompletionAdvice" "CompletionAdviceResponse”
compl "FinancialCompletionAdvice" "FinancialCompletionAdviceResponse”
reversal "ReversalAdvice" "ReversalAdviceResponse”
reversal "FinancialReversalAdvice" "FinancialReversalAdviceResponse”

DFDD
m

A\
}
/4
/
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nexo acquirer protocol

Dynamic of the payment exchanges

\

Proveq

Ap

49

5

itnov LA

o -.._.__._h ﬁnli.li:m
horigs: L=

E'_ll-ﬂr?aﬂ!

no compl 9%, Case 1 auth

i
uﬂ?“‘ﬁﬁ ’qEnmm requireg™ Case 2 auth compl
e capture compl. » Case 3  auth compl
bag;
E“L"cg%;g_% no comgl- e, Case4 auth batch

Cﬂﬂ]pJ J'Equ:re e - Case 5 auth compl batch

_capture 2 ath = Case6 auth reversal
— n::a_;;ﬁura mmpl — ase [ auth reversal

Tbatc i B
ch capture = Case 8 auth reversalbatch]

capture 8 auth Case 9 auth compl
A== caplure mmm—- Case 10 auth compl
bateh Capture ~ ——— Case 11 auth compl batch
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nexo acquirer protocol

Dynamic of the payment exchanges

50

Online approsed
Caplure Auth.
Mo Compéation

Dpling poproved
Caplura Auth,
Campssion
Online approved
Caplure Compl.
Cinling approvegd
Bakch Cagliira
Comgd, mad regu,
Onlina approved

Batch Cagiure
Compd. required

Cinling approved

incident after Auth,

Caplure Auth,

“Online approved
- Incichgel afbar Auth,
Captura Compl.

Authorsathon
Ten Aasp,  Compl condifion
Cam. el
True Appr. False
True
Truwe Appr. .
absant | recpered
|
Falee Appr. ahmnl!mﬂnﬂﬂmw
1
Fales Appr.  Falsa || ExchPol=Mano
Trua | ExchPol=Mong
False Appr.
2 abeanl | redpered
mandatory
Tese | Appr,
False  Appr.  sbsent mandatory

Passion for payments

Complationiovice Batch
Twn Twn Hiayw- Faare Mavroh, oo
Swes, | Capl arsal ReSs0 Chegrr,

True Fanlsear
(=)
Trua
True
{fz)
Balchizoni=
DahitCradit
bt
— Baichiont=
Fakge DebitCredin
[eh 3
CasntCancnl
Falae MAalfunstion
v | True | True | o iDedine
Linab2Cam
| CustCancel |
Falag | | Malfensction |
TR TR dDecling |
| Unab2Com |
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tocol

nexo acquirer pro

Cancellation exchange

Authorisation Capture Cancellation Cancellation Cancellation Batch Transfert
Type Type Request Result Advice content
no canreq requ. ., canadv Case 1
- - Canreq
o accepted canady R
gc.f..ﬂﬂlllll!ﬂm Case 2
- nreq declineg
~ > Case3
A
- canadv » Case 4
canady
- Case 5
et rea
no 08 Om_..ar.wm_ canadv
- acceP®E_y » Case 6
—
canraq ra — —
q requ, O.wm.f. Canreq declinag —» Case 7
[
L canady
- g Ta
.ooame Case 8
! AN cancelii® , Case 9
| necameare® b
\ J.I..HH - canreq canadv  no “ancelatin, * Case 10
) Cafyran accepted .
\ eq oy, P — cance!a"_, Case 11
.mm..“,.. __ Canag, A—"__
Omamm_q........... N9 cancelgy,* Case 12
. eclingg
Y = Case 13
, canady Case 14
hy canadv
oamw.nva et Case5
y ca G canadv
Y @\‘F\ :o M.%mﬂ.,m@....a Case 6
h e
A canre, T~ A
w.w..,.. qrequ. ﬁ.m.wx.x Canreq declinag ——— Case7
(3} _... \.m ....r....r.
-\ wmmbgo fig A canadv Case 8
\ Sa
Y cancelei®? . Case g
nocanreqfed: ey
L—— canreg canadv g Cancellason* Case 10
Om_.J__.. o e .
59 reqy, — cancel®9 . cage 11
—_ SEnag, T
Canpg N0 cancgz;—+ Case 12
B — lation
7 dec/ingy
T Case 13
canadv
Carreq Case 14
accepted canady
— Case 1
Transaction not in log canreq requ. B .Omnwmn declinag-— se 15
e T —* Case 16
8 @Qam,,;s canadv Case 1T

EE

]
=
=3
=

EEEBE

compl

compl

canreq

canreg

canreq

canreq

canreq

canrar

canreq

canreg

canraq

carnireg

canreq

canred

canreq

canreq

canreq

canreq

canrag

canreq

Ganreg

canreq

canadv

canady

canadv

canadv

canady

canadv

canadv

canady

canady

canady

canady

canady

canady

canady

canady

canadv

canady

canadv

canady

canadv

canady

batch

batch

hatch

batch

bateh
bateh
[katch]
[batzh]

[atch]

@ galitt

Passion for payments

51

a Sopra Steria company



nexo acquirer protocol

Cancellation exchange

MessagefFunction
canreq “CancellationRequest” “CancellationResponse”

canadv “CancellationAdvice” “CancellationAdviceResponse”

b
g
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nexo acquirer protocol

Cancellation exchange

Authorisation Capture

Cancellation Cancellation Cancellation Batch Transfert

Type Type Request Result Advice content
no canreq requ- canady » Case 1
o Canreq
d canady
: _aftffti_ » Case 2
e ~Lanreqg declineg——
Cape ——* Case 3
rb,,!- H\"'ﬁ-\.x
canadv
ﬁq%ﬂ . » Case 4
canady
g — ~ — Case 5
--"_'-'_F'_F
2 Gﬂ“mzd canady
accepet oy »r Case b
Gy Canreq decined > Case 7
e canadv
By 0 » Case 8

53
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X Nexo

auth canady
auth canreq  canady

auth canreg

auth canreq canadv

compl canadv
compl canreq canady

compl canreq

compl canreq canadv
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nexo acquirer protocol

Cancellation exchange

54

Capture Auth.

MNa cancellation requ.

Cancellation advice
Capture Auth.
Cancellation requ.
Canc. approved
Cancellation advice
Capture Auth.
Cancellation requ.
Canc. declined
Capture Auth.
Cancellation requ.
Cane, no response
Cancellation advice

Capture Completion.

Mo cancellation requ.

Cancellation advice
Capture Completion
Cancellation requ.
Canc. approved
Cancellation advice

Payment Case

1.2

1.2

1.2

1,2

3,9,10,18,18,28,
29,35,36,41,42,
44,45,47,54 61

3,9,10,18,19,28,
29,35,36,41,42,
44,45 47,54 61

Cancellation Request

Condition Resp

CancExch=
Advice

CancExch=

Appr,
Request PP

CancExch=

Decl.
Request

CancExch= MNo
Request resp.

CancExch=
Advice

CancExch=

Appr.
Request PP

Capture
Undone

True

False

Falze

True

Cancellation Advice Batch
Advice Capture Reverse = Cancellation
sent undone flag in batch

True True False
True False False

False

True False True
True True False
True False False

Passion for payments
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Summary

O 1 nexo terminal management protocol

O 2 nexo acquirer protocol

O 3 nexo retailer protocol
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nexo retailer protocol

Reference documents

56
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X Nexo

Sale to POI
Protocol
Specifications
nexo Retailer

ISO 20022
MDR? 1&2
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: X Nexo
nexo retailer protocol .\ STANDARSS

Scope
Aa " TIIT
| [N EN
| il
Acquirer ™
N
nexo
nexo TMS
Acquirer
nexo Retailer
Sale System
@ °
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- Nex0
nexo retailer protocol ><

Scope
Sale System Payment System
Relation between POI and sales system e
B Initiate sale session _ﬁ
@ _ Objective
_ Manage and control remote PQOIs through the sale system Make Pay,;]em
_  Update application data and security keys &
_ Open standard S . enter card
_ Easy to implement gz;?,;;"sz < D'-Sp, layszatfjs Eask zﬁgocll‘glationf
; ‘ Print receipt| | : :
: Payment complete
' _ Scope )
. Describe messages and exchanges between POI and Sales System
_ Recognized by ISO 20022 (Since V4 - 2020) LS aala Sasdn.
_ Describe the different possible architectures for the Sales System L) I

@ galitt
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nexo retailer protocol
Benefits

— Open standard
Q _ Elaborated by a wide panel of stakeholders
. Based on latest technologies (Ideal for APIs)

— Easy to implement

_ Minimum protocol overhead

_ Most data items are optional

— Flexible and future-proof
@ _ Independant from sale system architecture
_ Based on ISO 20022 structured approach

59 Passion for payments

X Nexo

— For Physical and eCommerce

. Unified way of completing payment

. Exchange commerce data when needed

— Multi-payment options
’ _ Ready for a wide combination of options
. Split payments, loyalty programs

— Multi-Currency — Multi-Languages
6 _ Independant from the displayed messages
_ Support any combination of languages

& galitt
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nexo retailer protocol

Services

Financial Services: Used to exchange payment
related data to allow to support all payment
related functions

Administrative Services: Used to manage
sessions (Start, stop) and request reports from
the POI

System Services: Used to manage on-going
service processing

Device Services: Allow each party to interact
with the peripherals of the other party

60 Passion for payments

Administratives
Services

Session management
Admin. request
Report

Device Services
Display

Print

Play sound
Manage card reader
Transmit message
Input secured data
Input data

System Services
Abort

Event notification

Message rejection
Message status

X Nexo

Financial Services
Payment

Standard payment
Instant payment
Recurring payment
Split payments
Payment with Cash back
Refund

Currency conversion
Deferred sale
Reservation
Payment with Tip
Aggregation
Instalments

Cash advance (withdrawal)
Payment reversal
Account Balance inquiry
Loyalty services
Stored value services
Card acquisition functions

Enabling a service
Batch services

Reconciliation
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nexo retailer protocol
Type of exchanges

— Request / Answer: The applicant expects _ Notification ('"Event' message only)
information in return (Ex: Balance
Inquiry)
Requestor Resp?nder Sale System POI System

service request Message ' a t !
Feqguest ven
processing of _ + o = event
Message the service Processing Notification
service result Response of the event

— Request Only (Ex : Display)

Requestor Responder

service request

Reguest

other the service

lpmcessing of
processing

& galitt
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Dialogue Management

Types of dialogue
— Service Dialogue — Notification Dialogue

_ Sale System = POI . POI = Sale System

. Transaction Processing Request (Batch, _ Allows the POI to notify the sale system of an

Payment, Reconciliation) unsolicited event (End of processing, etc ...)

— Device Dialogue _ Message Rejection Dialogue

_ Sale System = POI . POI < Sale System

. Low level operations (Print, Card Power-off) _ Informs the other participant that its orginal

message cannot be processed

— Abort Dialogue
. Sale System = POI
. Error resolution attempts -

¢
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nexo retailer protocol
Type of dialogue

4

— Profiles defines globally the services implemented by a Sale System
W _ Message groups
_ List of services
— 'Basic’ profile: Minimum profile to make a payment

H _ 'Standard’ profile: 'Basic' + POI interaction with Sale Systems devices (Printing, Display, Input)
— 'Extended’ profile: 'Standard' + Totals retrieval for Sale System interaction and reporting with POI
devices
ﬂ — Related profiles: Deferred Payment, Booking, Fidelity, ...
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